4% {KODEKLOUD



Network Policies



| Traffic

.

4% KODE{KLOUD



lIngress & Egress
O

Ingress

L=,

4% KODE{KLOUD



lIngress & Egress
O

A
Ingress l i

4% KODE{KLOUD



lIngress & Egress
O

A
Ingress l i

4% KODE{KLOUD



| Traffic

A

Ingres
S

Egress

e10/0]0

v

Ingress | 5000

Egress || =10 e

A

A

Ingres
S

\d
4% KODEKLOUD



INetwork Security

192.168.1.11 192.168.1.12 192.168.1.13
Nodel Node2 Node3

4% KODEKLOUD



INetwork Security

“All Allow”

4% KODEKLOUD



| Traffic

4% KODE{KLOUD



INetwork Policz
@

weo 1N API
e 5000 o

Network
Policy

4% KODE{KLOUD



‘INetwork Policy

llow Ingress
Traffic From API

PodggPort -~

7

Network Policy

4% KODE{KLOUD




INetwork Policy - Selectors

Allow Ingress
Traffic From API
Pod on Port
3306

‘§ KODE{KLOUD



INetwork Policy - Rules

Allow
Ingress
Traffic
From
APl Pod
on
- - Port 3306

& (CODEKLOUD



INetwork Policy

networking.k8s.io/vl

NetworkPolicy }kubectl create -f policy-definition.yaml

db-policy db

— Ingress

apl-pod

- TCP
3306




INote

Solutions that Support Network Policies: Solutions that DO NOT Support Network Poli
 Kube-router * Flannel

e (alico

* Romana

* \Weave-net

4% KODE{KLOUD



*

30080

Pod
External
Pod
Payroll

4% KODE{KLOUD

Internal




*

30080

External
Pod

Internal

Pod

4% KODE{KLOUD




Internal

?

External
Pod

?

Payroll-Policy

4% KODE{KLOUD




*

30080
- Internal

Pod
External
Pod

Payroll-Policy

4% KODE{KLOUD



*

30080
- Internal

Pod
External
Pod

Payroll-Policy

4% KODE{KLOUD



*

30080
- Internal

Pod
External
Pod

Payroll-Policy

4% KODE{KLOUD



@
*

30080

External
Pod

Internal

Pod

4% KODE{KLOUD



*

30080

External
Pod

Internal

Pod

4% KODE{KLOUD



*

30080

) ’ ’
. -
. -
External .7
Pod

4% KODE{KLOUD



@
*

30080

External
Pod

4% KODE{KLOUD



4% KODE{KLOUD



4% KODE{KLOUD



External Internal
Pod

Payroll
Pod

4% KODE{KLOUD



4% {KODEKLOUD



Network Policies



networking.k8s.io/vl
NetworkPolicy

db-policy

API

Network
Policy

S (KODEKLOUD



networking.k8s.io/vl
NetworkPolicy

db-policy

— Ingress

Network
Policy

S (KODEKLOUD



dev

networking.k8s.io/vl
NetworkPolicy

db-policy . prod

— Ingress

Network
Policy

‘§ KODE{KLOUD



networking.k8s.io/vl
NetworkPolicy

db-policy

Ingress

dev

prod

7

Network
Policy

S (KODEKLOUD




networking.k8s.io/vl
NetworkPolicy

db-policy

Ingress

dev
API
Pod

API
Pod
pr—

—

Backup Server
192.168.5.10

prod

Network
Policy

% KODEKLOUD




Ingress

api-pod

prod

192.168.5.10/32

[ ]
—

dev
AP
Pod s
AP
Pod N
pr—

\
\
\
o
\.
\.
\.

Backup Server
192.168.5.10

prod

......

Network
Policy

‘§ KODE{KLOUD




— Ingress
— Egress

prod

Network

192.168.5.10/32 Backup Server Policy

192.168.5.10

TCP

i $ KODEKLOUD



